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INTRODUCTION

State postsecondary agencies increasingly depend on data to inform funding decisions, 
demonstrate the value of higher education, protect student information, and answer questions 
from state policymakers and the public. Meeting these needs requires more than a well-run 
postsecondary student unit record system (PSUR); it requires multiple interlinked data systems, 
clear governance structures, and forward-looking plans and investments that allow agencies to 
leverage and protect the data they hold. Using findings from the Strong Foundations 2025 survey, 
this brief examines how 68 state postsecondary agencies that oversee PSURs1 are managing 
those systems, the governance and privacy structures that support them, and the investments 
that will shape these systems in the future.

INTERNAL DATA SYSTEMS BEYOND THE PSUR

While PSURs are the foundation of state postsecondary data infrastructure, agencies also maintain 
a range of other data systems to carry out their work. Respondents to Strong Foundations 2025 
described the data systems they maintain, the strategic and operational decisions those systems 
inform, and the challenges that arise when integrating these data with their PSUR system. 

THE BROADER INTERNAL DATA ECOSYSTEM

The data systems maintained by state postsecondary agencies extend across large swaths of 
postsecondary operations. Nearly 9 out of 10 respondents (60 agencies, 88%) indicated they 
manage at least one data system beyond their PSUR. Two-thirds maintain financial aid systems, 
and roughly half maintain financial, human resources, and facilities data systems (Figure 1). 
Research, academic library, and development fundraising data appear less commonly but are still 
maintained at a meaningful number of agencies. Taken together, these findings reveal that many 
agencies serve roles much broader than PSUR stewardship alone.

1.	 While the Strong Foundations 2025 survey included respondents from State Longitudinal Data Systems (SLDSs) as well as PSURs,  
this brief excludes the former to focus on the specific contexts of PSUR-managing state agencies.
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FIGURE 1
DOES YOUR AGENCY MAINTAIN ANY INTERNAL DATA SYSTEMS THAT COLLECT OTHER 
POSTSECONDARY DATA?
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1. 	All 68 PSUR-managing state agencies that responded to the survey answered this select-all question.
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Respondents described a range of uses for the data systems they maintain alongside their 
PSURs. Common examples include using financial aid data systems for state financial aid 
validation and accountability, using facilities data to run space utilization reports and advocate 
for capital investment funds, using financials data to populate state funding formulas, and 
using human resource data to create instructional cost estimates and report on staffing and 
compensation levels. 

“Our [south-central coordinating board] integrates data across systems to 
support a variety of strategic initiatives. We use PSUR and internal data to 
help identify low-producing academic programs at state system colleges 

and universities, evaluate facilities usage, and inform decisions related to the 
funding formula and capital project funding. Additionally, integrated data 
supports enrollment and outcomes reporting for scholarship initiatives.”

The uses for state agency data span the operational, strategic, and financial aspects of agency 
work, with interlinked internal data being used to drive everyday policy decisions. But effective 
use of this data is dependent upon data system integration. 

2.	 The denominator used for percentages across charts is the number of agencies that responded to the question, a number which may 
vary for optional questions.
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INTEGRATION ACROSS SYSTEMS

A consistent theme across responses was that, despite its importance, integration is uneven not 
only across agencies but within them as well. For example, one midwestern agency reported that 
its PSUR is deeply integrated with financial aid data, but this system does not connect to other 
internal financial and facilities data systems. Program approvals at this agency are based on a mix 
of IPEDS data, Department of Labor projections, and data supplied by individual institutions. This 
pattern of partial integration is common and stems from several challenges that respondents 
described in connecting these systems more fully. 

Integration of internal data systems is most commonly described as a technical challenge. Of 
agencies that responded to an open-ended question about their integration challenges, more 
than half (19 agencies, 59%) identified existing technical infrastructure as a barrier (Figure 
2). Resource constraints, inconsistent processes between systems (such as data definitions, 
collection timelines, and outdated codebooks), and data matching or systems linking appeared 
as less common obstacles. The dominant theme is one of pre-existing systems being asked to 
interlink in ways for which they were not designed.

FIGURE 2
WHAT CHALLENGES HAS YOUR AGENCY ENCOUNTERED WHEN INTEGRATING DATA 
BETWEEN YOUR PSUR SYSTEMS AND OTHER INTERNAL SYSTEMS?
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1. 	Thirty-two PSUR-managing state agencies responded to this open-ended question with a codable response.

SOURCE: State Higher Education Executive Officers Association

 
Agencies that cited technical infrastructure as a barrier offered additional details about what makes 
integration difficult, and why it can be difficult to overcome. Respondents pointed to systems 
originally designed for mandated reporting and day-to-day operations rather than the forward-
looking work of analytics, machine learning, or strategic planning. For example, one south-
central coordinating board noted that, “Financials, HR, and Facility data are stored in separate 
data systems that are difficult to access and are designed more for operations than for analysis.” 
When discussing solutions, agencies regularly mentioned limited staff capacity, staff turnover, 
and a lack of leadership push to make data integration a priority. These responses suggest that 
technical infrastructure challenges exist because systems were not designed for integration, but 
addressing them requires more than new technology. It requires investments in training, capacity, 
and sustained leadership focus. Safe and effective data integration also hinges on updating data 
governance, privacy, and security practices to meet the needs of modern integrated data systems. 
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DATA GOVERNANCE, PRIVACY,  
AND SECURITY

State postsecondary agencies hold large quantities of sensitive data on students, and protecting 
that data has become more demanding in an era of rapidly evolving privacy and security threats. 
Maintaining safe data systems requires clear lines of authority and active awareness of the 
statutory requirements that govern data stewardship. Respondents to Strong Foundations 2025 
described both the governance structures their agencies rely on and the privacy and security 
principles that guide their daily work.

DATA GOVERNANCE STRUCTURES

Just over half of respondents (33 agencies, 52%) reported that responsibility for overseeing data 
governance lies with one or more data governance committees. Other agencies indicated reliance 
on bodies like the information technology or research office, or on roles like the chief data officer. 
Respondents often described governance as a function carried across multiple committees and 
roles depending on the data domain or agencies involved. One south-central agency noted, 
“The data governance structure is supported by multiple committees and personnel who follow 
established processes outlined in the agency’s data governance charter.” Data governance is thus 
more often a coordinated network than a single line of authority.

Agencies also discussed the primary responsibilities of their data governance committee(s) 
or similar body. Over half of respondents identified data governance, coordinating with other 
departments, setting privacy and security standards, and data quality and accuracy as primary 
responsibilities. Handling external research requests, by contrast, was identified by only about a 
third of respondents. This pattern shows that governance work is centered on internal priorities 
like ensuring data quality, coordinating internally, and meeting established standards, with 
external research requests either handled by other offices or as a lower-priority function of the 
governance body.

An important aspect of data governance is overseeing data privacy and security. This oversight 
role usually follows a similar pattern of shared responsibility. The CIO or CISO is the primary 
overseer at most state postsecondary agencies (41 agencies, 63%), and about half of these 
agencies (19 agencies, 29%) reported that the responsibility was shared with a data privacy officer. 
Like broader data governance, privacy and security oversight tends to operate through several 
roles working in coordination rather than through a single body.

PRIVACY AND SECURITY STANDARDS

State postsecondary agencies navigate multiple layers of state, national, and international privacy 
and security regulations. As Figure 3 shows, all respondents adhere to the Family Educational 
Rights and Privacy Act (FERPA), the primary federal law protecting the privacy of student education 
records. About three-quarters (49 agencies, 74%) also follow state-level privacy laws, and a 
similar share (45 agencies, 68%) adheres to the National Institute of Standards and Technology 
(NIST) privacy framework. A smaller number of agencies apply HIPAA, GDPR, or other standards, 
depending on the data they hold. These results highlight the overlapping standards that agencies 
either must meet or choose to follow, rather than being guided by a single requirement.
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FIGURE 3
WHICH STATE, NATIONAL, OR INTERNATIONAL PRIVACY STANDARDS DOES YOUR AGENCY 
USE TO DETERMINE PRIVACY AND SECURITY PROCEDURES?
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1. 	Sixty-six of the 68 PSUR-managing state agencies that responded to the survey answered this select-all question. Therefore, 66 is 
the denominator used in percentages.

SOURCE: State Higher Education Executive Officers Association

 
Most respondents (54 agencies, 86%) reported having a documented protocol for how 
to respond to data breaches. Many agencies’ plans are aligned with state law, policies, or 
procedures regarding data breaches, and several noted that their action plans are considered 
sensitive information and are not publicly shared. While data breaches are a constant concern, 
documented response planning is now widespread across state postsecondary agencies.

Agencies described several emerging concerns and recent developments related to data privacy 
and security, with two themes surfacing as most prominent. First, respondents pointed to the 
work of keeping up with evolving state and federal regulatory requirements. Second, respondents 
described efforts to harden their systems from within through staff training, maintaining data 
policies and breach plans, and bolstering the security of existing technical infrastructure. Threats 
from artificial intelligence (AI) were also raised, including concerns about the ability of AI to 
spoof user accounts or enable disclosure of personally identifiable information from deidentified 
records. For some respondents, AI has emerged as a serious privacy concern that is starting to 
shape how they think about policy and future risks.

“Currently, [our southern coordinating board] is not considering using any 
AI related to enhancing data systems. We are in the process of evaluating 
potential data security risks related to AI before we move into that area.”

This cautious posture towards AI is widespread among state postsecondary agencies, but that 
caution does not equate to inaction. As regulatory standards evolve, internal hardening efforts 
continue, and AI emerges as both a risk and a tool, agencies are actively planning for and investing 
in the capabilities their data systems will require in the years ahead.
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INVESTMENTS AND EMERGING CAPABILITIES

State postsecondary agencies are not only maintaining preexisting data systems, but also actively 
planning for what those systems should look like in the future. As artificial intelligence advances, 
it is becoming more central in conversations about the future, both as a tool that agencies are 
exploring and as a security risk they are working to mitigate. 

DATA SYSTEM MODERNIZATION

State postsecondary agencies described a range of infrastructure, platforms, software, or 
personnel advancements they were considering to maintain or improve their data systems. 
Responses included migrating systems to the cloud environment, improving data warehousing, 
advancing business intelligence and visualization tools, utilizing artificial intelligence, modernizing 
PSUR systems, strengthening data governance, and investing in personnel and training. Of the 
issues raised, migrating systems to the cloud environment and improving data warehousing were 
especially common.

Agencies also described how evolving technology has affected their data systems. As Figure 
4 shows, enhanced data security is top-of-mind for many agencies, followed closely by the 
adoption of new software, increased need for staff training and development, and a shift towards 
cloud-based solutions. In open responses, agencies noted that these changes often go hand in 
hand with new software brought on to improve technical security, but this instigates the need to 
train staff. Yet the resources to support this work have not always kept up with the need. Fewer 
than half of respondents (29 agencies, 43%) indicated that evolving technologies have brought an 
increased budget for technology upgrades, and only about one-third (25 agencies, 37%) said that 
emerging technologies have led them to integrate AI tools into their work.

FIGURE 4
HOW HAS EVOLVING TECHNOLOGY AFFECTED YOUR AGENCY’S DATA SYSTEMS?
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1. 	Sixty-seven of the 68 PSUR-managing state agencies that responded to the survey answered this select-all question.  
Therefore, 67 is the denominator used in percentages.
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ARTIFICIAL INTELLIGENCE AND POSTSECONDARY DATA SYSTEMS

State postsecondary agencies articulated how they were using or planning to use artificial 
intelligence technologies, such as chatbots, AI-driven predictive analytics, or generative AI, to 
enhance their data systems’ capabilities and decision-making processes.3 Figure 5 shows the 
results of their responses using thematic coding. 

FIGURE 5
HOW IS YOUR AGENCY CONSIDERING OR ALREADY USING ARTIFICIAL INTELLIGENCE TO 
ENHANCE YOUR DATA SYSTEMS’ CAPABILITIES AND DECISION-MAKING PROCESSES? 
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1. 	Forty-eight PSUR-managing state agencies responded to this open-ended question with a codable response.
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Most respondents indicated that their agencies are not currently using AI tools, though a 
significant share described being in an exploratory phase as they learn more about best practices 
and practical use cases. Others reported being restricted from using AI by state policy or holding 
back due to security and privacy concerns. 

“Our [southern coordinating board] is cautiously adopting AI tools for 
data-related tasks, primarily due to concerns around security and privacy. 

Currently, AI usage among our data analytics staff has been limited to minor 
communication improvements rather than data analysis.”

The field is curious about AI but careful in where and how to use it. Agencies restricted by state 
policy have largely set AI implementation aside. Others are experimenting in modest, low-stakes 
ways like using generative AI for general office productivity, building AI-supported user chatbots, 
generating predictive analytics, and using AI as a coding assistance tool.

3.	 The Strong Foundations survey was administered in 2025. Given the pace of change in AI, agency adoption may have evolved since 
responses were collected.
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Few respondents reported integrating AI deeply into their base systems. For example, one 
southeastern postsecondary agency described developing AI-enhanced chatbots for projects 
while declining to integrate AI into its main PSUR, citing “data governance concerns and 
regulations that do not allow us to use student-level records to train models using cloud or third-
party resources.” Nevertheless, this agency is working to create its own infrastructure to “allow 
us to train models using data from our PSUR using dedicated GPUs.” The overarching pattern 
of responses suggests that agencies are experimenting with AI where the risks are minimal but 
holding back on deeper integration due to greater security risks.

CONCLUSION

State postsecondary agencies do more than steward student unit record systems. They maintain a 
range of operational data systems, govern them through various committees and offices working 
in tandem, and protect the information they are entrusted with by upgrading systems, training 
staff, and adhering to multiple layers of regulations. Data system integration is often uneven, due 
to systems that were designed for an earlier era of siloed, operations-focused work. Investments 
and planning, especially in cloud migration and enhanced data warehousing, point to an 
awareness and effort to close those gaps. Simultaneously, artificial intelligence is rapidly entering 
the data conversation, eliciting both interest and caution from agencies weighing its potential 
against its risks. The decisions agencies make today will directly affect what state postsecondary 
data systems can do in the years ahead, and while time and resources remain real constraints, the 
willingness of agencies to learn from one another points to a field prepared to take on this work. 
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